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Oppose

The Maryland Judiciary opposes House Bill 5. Among various other provisions, this
legislation adds the Judicial Branch to the definition of a “unit” and requires the Judicial
Branch of the State government to ensure that employees and contractors are completing
cybersecurity trainings. § 10-13B-03(B)(1) states that each employee of a unit shall
complete a certified cybersecurity training if that employee’s job duties include accessing
a state or local government computer system or database. An employee should complete
a cybersecurity training at least four times a year.
This bill raises separation of power concerns as it applies to the Judiciary as it impedes
the Judiciary’s independence. Article IV, §18(b)(1) identifies the Chief Judge of the
Court of Appeals as the administrative head of the Maryland Judiciary. The power to
administer the Judiciary is not an implied or inherent power but is an express
constitutional power of the Chief Judge. This constitutional authority includes managing
the Judiciary’s personnel and IT system.
This bill is also unnecessary in its application to the Judiciary as the Judiciary has its own
security policies and protocols which are more than adequate to meet the Judiciary’s
needs and satisfy the security requirements established by the bill. The Judicial
Information Systems of the Maryland Judiciary (JIS) already mandates quarterly cyber
security and awareness training for Judiciary personnel and contractors with an active
Windows account in the Judiciary’s system. Additionally, JIS currently works with the
Department of Information Technology on cybersecurity issues and topics as appropriate.
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